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More than ever, the effective management of
technology is critical for business competitiveness.
For decades, technology leaders have struggled to
balance agility, reliability, and security. The
consequences of failure have never been
greater―whether it's the healthcare.gov debacle,
cardholder data breaches, or missing the boat with
Big Data in the cloud. And yet, high performers using
DevOps principles, such as Google, Amazon,
Facebook, Etsy, and Netflix, are routinely and reliably
deploying code into production hundreds, or even
thousands, of times per day. Following in the
footsteps of The Phoenix Project, The DevOps
Handbook shows leaders how to replicate these
incredible outcomes, by showing how to integrate
Product Management, Development, QA, IT
Operations, and Information Security to elevate your
company and win in the marketplace.

Azure for Architects
Software Architecture for Big Data and the Cloud is
designed to be a single resource that brings together
research on how software architectures can solve the
challenges imposed by building big data software
systems. The challenges of big data on the software
architecture can relate to scale, security, integrity,
performance, concurrency, parallelism, and
dependability, amongst others. Big data handling
requires rethinking architectural solutions to meet
functional and non-functional requirements related to
volume, variety and velocity. The book's editors have
varied and complementary backgrounds in
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requirements and architecture, specifically in
software architectures for cloud and big data, as well
as expertise in software engineering for cloud and big
data. This book brings together work across different
disciplines in software engineering, including work
expanded from conference tracks and workshops led
by the editors. Discusses systematic and disciplined
approaches to building software architectures for
cloud and big data with state-of-the-art methods and
techniques Presents case studies involving enterprise,
business, and government service deployment of big
data applications Shares guidance on theory,
frameworks, methodologies, and architecture for
cloud and big data

Practical DevOps
Continuous Architecture provides a broad
architectural perspective for continuous delivery, and
describes a new architectural approach that supports
and enables it. As the pace of innovation and software
releases increases, IT departments are tasked to
deliver value quickly and inexpensively to their
business partners. With a focus on getting software
into end-users hands faster, the ultimate goal of daily
software updates is in sight to allow teams to ensure
that they can release every change to the system
simply and efficiently. This book presents an
architectural approach to support modern application
delivery methods and provide a broader architectural
perspective, taking architectural concerns into
account when deploying agile or continuous delivery
approaches. The authors explain how to solve the
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challenges of implementing continuous delivery at the
project and enterprise level, and the impact on IT
processes including application testing, software
deployment and software architecture. Covering the
application of enterprise and software architecture
concepts to the Agile and Continuous Delivery models
Explains how to create an architecture that can
evolve with applications Incorporates techniques
including refactoring, architectural analysis, testing,
and feedback-driven development Provides insight
into incorporating modern software development
when structuring teams and organizations

DevOps Overture
DevOps is a fundamental shift in how leading edge
companies are starting to manage their software and
IT work. Businesses need to move more quickly than
ever before, and large software organizations are
applying these DevOps principles to develop new
software faster than anyone previously thought
possible. DevOps started in small organizations and in
large organizations that had or created architectures
that enabled small teams to independently develop,
qualify, and deploy code. The impact on productivity
is so dramatic that larger organizations with tightly
coupled architectures are realizing they either need to
embrace DevOps or be left behind. The biggest
challenge is that they can't just empower small teams
to work independently because their legacy
architectures require coordinating the development,
qualification, and deployment of code across
hundreds of people. They need a DevOps approach
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that not only addresses their unique challenges, but
also helps them reach an organization-wide
agreement on where to start and how to scale
DevOps. That is where Starting and Scaling DevOps in
the Enterprise comes in. Starting and Scaling DevOps
in the Enterprise is a quick, easy-to-read guide that
helps structure those improvements by providing a
framework that large organizations can use to
understand DevOps principles in the context of their
current development processes and gain alignment
across the organization for successful
implementations. The book illustrates how to analyze
your current development and delivery processes to
ensure you gain positive momentum by implementing
the DevOps practices that will have the greatest
immediate impact on the productivity of your
organization, with the goal of achieving continuous
improvement over time.

Using Docker
A comprehensive guide to becoming a skilled Azure
DevOps engineer Key Features Explore a step-by-step
approach to designing and creating a successful
DevOps environment Understand how to implement
continuous integration and continuous deployment
pipelines on Azure Integrate and implement security,
compliance, containers, and databases in your
DevOps strategies Book Description Implementing
Azure DevOps Solutions helps DevOps engineers and
administrators to leverage Azure DevOps Services to
master practices such as continuous integration and
continuous delivery (CI/CD), containerization, and
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zero downtime deployments. This book starts with the
basics of continuous integration, continuous delivery,
and automated deployments. You will then learn how
to apply configuration management and
Infrastructure as Code (IaC) along with managing
databases in DevOps scenarios. Next, you will delve
into fitting security and compliance with DevOps. As
you advance, you will explore how to instrument
applications, and gather metrics to understand
application usage and user behavior. The latter part
of this book will help you implement a container build
strategy and manage Azure Kubernetes Services.
Lastly, you will understand how to create your own
Azure DevOps organization, along with covering quick
tips and tricks to confidently apply effective DevOps
practices. By the end of this book, you’ll have gained
the knowledge you need to ensure seamless
application deployments and business continuity.
What you will learn Get acquainted with Azure
DevOps Services and DevOps practices Implement
CI/CD processes Build and deploy a CI/CD pipeline
with automated testing on Azure Integrate security
and compliance in pipelines Understand and
implement Azure Container Services Become well
versed in closing the loop from production back to
development Who this book is for This DevOps book is
for software developers and operations specialists
interested in implementing DevOps practices for the
Azure cloud. Application developers and IT
professionals with some experience in software
development and development practices will also find
this book useful. Some familiarity with Azure DevOps
basics is an added advantage. Professionals preparing
for the Exam AZ-400: Designing and Implementing
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Microsoft DevOps Solutions certification will also find
this book useful.

Effective DevOps
Are you a non-coder looking for insight into DevOps
and Microservices Architecture? You may be a
consultant, Advisor, Project Manager or a novice into
IT industry; after going through this guide you would
be able to appreciate Microservices and other related
concepts like SOA, Monolith Architecture, DevOps,
Docker, Kubernetes etc.

DevOps for Networking
Simplify your DevOps roles with DevOps tools and
techniques Key Features Learn to utilize business
resources effectively to increase productivity and
collaboration Leverage the ultimate open source
DevOps tools to achieve continuous integration and
continuous delivery (CI/CD) Ensure faster time-tomarket by reducing overall lead time and deployment
downtime Book Description The implementation of
DevOps processes requires the efficient use of various
tools, and the choice of these tools is crucial for the
sustainability of projects and collaboration between
development (Dev) and operations (Ops). This book
presents the different patterns and tools that you can
use to provision and configure an infrastructure in the
cloud. You'll begin by understanding DevOps culture,
the application of DevOps in cloud infrastructure,
provisioning with Terraform, configuration with
Ansible, and image building with Packer. You'll then
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be taken through source code versioning with Git and
the construction of a DevOps CI/CD pipeline using
Jenkins, GitLab CI, and Azure Pipelines. This DevOps
handbook will also guide you in containerizing and
deploying your applications with Docker and
Kubernetes. You'll learn how to reduce deployment
downtime with blue-green deployment and the
feature flags technique, and study DevOps practices
for open source projects. Finally, you'll grasp some
best practices for reducing the overall application
lead time to ensure faster time to market. By the end
of this book, you'll have built a solid foundation in
DevOps, and developed the skills necessary to
enhance a traditional software delivery process using
modern software delivery tools and techniques What
you will learn Become well versed with DevOps
culture and its practices Use Terraform and Packer for
cloud infrastructure provisioning Implement Ansible
for infrastructure configuration Use basic Git
commands and understand the Git flow process Build
a DevOps pipeline with Jenkins, Azure Pipelines, and
GitLab CI Containerize your applications with Docker
and Kubernetes Check application quality with
SonarQube and Postman Protect DevOps processes
and applications using DevSecOps tools Who this
book is for If you are a developer or a system
administrator interested in understanding continuous
integration, continuous delivery, and containerization
with DevOps tools and techniques, this book is for
you.

Hands-On Security in DevOps
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Use this book as your one-stop shop for architecting a
world-class DevOps environment with Microsoft
technologies. .NET DevOps for Azure is a synthesis of
practices, tools, and process that, together, can equip
a software organization to move fast and deliver the
highest quality software. The book begins by
discussing the most common challenges faced by
developers in DevOps today and offers options and
proven solutions on how to implement DevOps for
your team. Daily, millions of developers use .NET to
build and operate mission-critical software systems
for organizations around the world. While the
marketplace has scores of information about the
technology, it is completely up to you to put together
all the blocks in the right way for your environment.
This book provides you with a model to build on. The
relevant principles are covered first along with how to
implement that part of the environment. And while
variances in tools, language, or requirements will
change the needed implementation, the DevOps
model is the architecture for the working environment
for your team. You can modify parts of the model to
customize it to your enterprise, but the architecture
will enable all of your teams and applications to
accelerate in performance. What You Will Learn Get
your .NET applications into a DevOps environment in
Azure Analyze and address the part of your DevOps
process that causes delays or bottlenecks Track code
using Azure Repos and conduct acceptance tests
Apply the rules for segmenting applications into Git
repositories Understand the different types of builds
and when to use each Know how to think about code
validation in your DevOps environment Provision and
configure environments; deploy release candidates
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across the environments in Azure Monitor and support
software that has been deployed to a production
environment Who This Book Is For .NET Developers
who are using or want to use DevOps in Azure but
don’t know where to begin

Securing DevOps
Docker containers offer simpler, faster, and more
robust methods for developing, distributing, and
running software than previously available. With this
hands-on guide, you’ll learn why containers are so
important, what you’ll gain by adopting Docker, and
how to make it part of your development process.
Ideal for developers, operations engineers, and
system administrators—especially those keen to
embrace a DevOps approach—Using Docker will take
you from Docker and container basics to running
dozens of containers on a multi-host system with
networking and scheduling. The core of the book
walks you through the steps needed to develop, test,
and deploy a web application with Docker. Get started
with Docker by building and deploying a simple web
application Use Continuous Deployment techniques to
push your application to production multiple times a
day Learn various options and techniques for logging
and monitoring multiple containers Examine
networking and service discovery: how do containers
find each other and how do you connect them?
Orchestrate and cluster containers to address loadbalancing, scaling, failover, and scheduling Secure
your system by following the principles of defense-indepth and least privilege
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Hands-On Security in DevOps
Your one stop guide to making the most out of Azure
Cloud About This Book Get familiar with the different
design patterns available in Microsoft Azure Develop
Azure cloud architecture and a pipeline management
system Get to know the security best practices for
your Azure deployment Who This Book Is For If you
are Cloud Architects, DevOps Engineers, or
developers who want to learn key architectural
aspects of the Azure Cloud platform, then this book is
for you. Prior basic knowledge of the Azure Cloud
platform is good to have. What You Will Learn
Familiarize yourself with the components of the Azure
Cloud platform Understand the cloud design patterns
Use enterprise security guidelines for your Azure
deployment Design and implement Serverless
solutions See Cloud architecture and the deployment
pipeline Understand cost management for Azure
solutions In Detail Over the years, Azure cloud
services has grown quickly, and the number of
organizations adopting Azure for their cloud services
is also gradually increasing. Leading industry giants
are finding that Azure fulfills their extensive cloud
requirements. This book will guide you through all the
important and tough decision-making aspects
involved in architecturing a Azure public cloud for
your organization. The book starts with an extensive
introduction to all the categories of designs available
with Azure. These design patterns focus on different
aspects of cloud such as high availability, data
management, and so on. Gradually, we move on to
various aspects such as building your cloud structure
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and architecture. It will also include a brief description
about different types of services provided by Azure,
such as Azure functions and Azure Analytics, which
can prove beneficial for an organization. This book will
cover each and every aspect and function required to
develop a Azure cloud based on your organizational
requirements. By the end of this book, you will be in a
position to develop a full-fledged Azure cloud. Style
and approach This hands-on guide to the Azure Cloud
platform covers different architectural concepts and
implementations necessary for any enterprise scale
deployment.

Building Secure and Reliable Systems
As workloads are being offloaded to IBM® LinuxONE
based cloud environments, it is important to ensure
that these workloads and environments are secure.
This IBM Redbooks® publication describes the
necessary steps to secure your environment from the
hardware level through all of the components that are
involved in a LinuxONE cloud infrastructure that use
Linux and IBM z/VM®. The audience for this book is IT
architects, IT Specialists, and those users who plan to
use LinuxONE for their cloud environments.

Continuous Architecture
Set up complete CI and CD pipelines for your
serverless applications using DevOps principles Key
Features Understand various services for designing
serverless architecture Build CD pipelines using
various cloud providers for your serverless
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applications Implement DevOps best practices when
building serverless applications Book Description
Serverless applications are becoming very popular
among developers and are generating a buzz in the
tech market. Many organizations struggle with the
effective implementation of DevOps with serverless
applications. DevOps for Serverless Applications takes
you through different DevOps-related scenarios to
give you a solid foundation in serverless deployment.
You will start by understanding the concepts of
serverless architecture and development, and why
they are important. Then, you will get to grips with
the DevOps ideology and gain an understanding of
how it fits into the Serverless Framework. You'll cover
deployment framework building and deployment with
CI and CD pipelines for serverless applications. You
will also explore log management and issue reporting
in the serverless environment. In the concluding
chapters, you will learn important security tips and
best practices for secure pipeline management. By
the end of this book, you will be in a position to
effectively build a complete CI and CD delivery
pipeline with log management for serverless
applications. What you will learn Explore serverless
fundamentals and effectively combine them with
DevOps Set up CI and CD with AWS Lambda and other
popular Serverless service providers with the help of
the Serverless Framework Perform monitoring and
logging with serverless applications Set up a dynamic
dashboard for different service providers Discover
best practices for applying DevOps to serverless
architecture Understand use cases for different
serverless architectures Who this book is for DevOps
for Serverless Applications is for DevOps engineers,
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architects, or anyone interested in understanding the
DevOps ideology in the serverless world. You will
learn to use DevOps with serverless and apply
continuous integration, continuous delivery, testing,
logging, and monitoring with serverless.

Agile, DevOps and Cloud Computing with
Microsoft Azure
Are you a non-coder looking for insight into DevOps,
Microservices Architecture and Kubernetes? As the
industry is moving towards maximum digitization
there is a consensus that DevOps practices help you
deliver software faster, more reliable, and with fewer
errors. You may be a consultant, Advisor, Project
Manager or a novice into IT industry; after going
through this guide you would be able to appreciate
DevOps, Microservices and other related concepts like
Kanban, Scrum, Agile, SOA, Monolith Architecture,
DevOps, Docker, Kubernetes etc. You would also get
to know about the leaders in DevOps and
Microservices adoption and impact it had on the
overall agility and hyper-growth of the adopters. This
book covers the complete lifecycle for your
understanding like Integrating, Testing, Deploying
DevOps and Microservices architecture and the
Security concerns while deploying it. I am confident
that after going through the book you would be able
to navigate the discussion with any stakeholder and
take your agenda ahead as per your role. Additionally,
if you are new to the industry, and looking for an
application development job, this book will help you
to prepare with all the relevant information and
Page 14/46

Read Free Devops Architecture And Security In A
Cloud
understanding of the topic. ** I am also providing
additional booklet containing all the relevant news,
trends, and resources for DevOps and Microservices
Architecture.

Leading the Transformation
Every day, companies struggle to scale critical
applications. As traffic volume and data demands
increase, these applications become more
complicated and brittle, exposing risks and
compromising availability. This practical guide shows
IT, devops, and system reliability managers how to
prevent an application from becoming slow,
inconsistent, or downright unavailable as it grows.
Scaling isn’t just about handling more users; it’s also
about managing risk and ensuring availability. Author
Lee Atchison provides basic techniques for building
applications that can handle huge quantities of traffic,
data, and demand without affecting the quality your
customers expect. In five parts, this book explores:
Availability: learn techniques for building highly
available applications, and for tracking and improving
availability going forward Risk management: identify,
mitigate, and manage risks in your application, test
your recovery/disaster plans, and build out systems
that contain fewer risks Services and microservices:
understand the value of services for building
complicated applications that need to operate at
higher scale Scaling applications: assign services to
specific teams, label the criticalness of each service,
and devise failure scenarios and recovery plans Cloud
services: understand the structure of cloud-based
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services, resource allocation, and service distribution

Practical Security Automation and
Testing
This volume constitutes the refereed proceedings of
the 26th European Conference on Systems, Software
and Services Process Improvement, EuroSPI
conference, held in Edinburgh, Scotland, in
September 2019. The 18 revised full papers
presented were carefully reviewed and selected from
28 submissions. They are organized in topical
sections: Visionary Papers, SPI and Safety and
Security, SPI and Assessments, SPI and Future
Qualification & Team Performance, and SPI Manifesto
and Culture. The selected workshop papers are also
presented and organized in following topical sections:
GamifySPI, Digitalisation of Industry, Infrastructure
and E-Mobility. -Best Practices in Implementing
Traceability. -Good and Bad Practices in
Improvement. -Functional Safety and Cybersecurity.
-Experiences with Agile and Lean. -Standards and
Assessment Models. -Team Skills and Diversity
Strategies. -Recent Innovations.

Agile Application Security
Achieve streamlined, rapid production with enterpriselevel DevOps Awarded DevOps 2017 Book of the Year,
The DevOps Adoption Playbook provides practical,
actionable, real-world guidance on implementing
DevOps at enterprise scale. Author Sanjeev Sharma
heads the DevOps practice for IBM; in this book, he
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provides unique guidance and insight on
implementing DevOps at large organizations. Most
DevOps literature is aimed at startups, but
enterprises have unique needs, capabilities,
limitations, and challenges; "DevOps for startups"
doesn't work at this scale, but the DevOps paradigm
can revolutionize enterprise IT. Deliver high-value
applications and systems with velocity and agility by
adopting the necessary practices, automation tools,
and organizational and cultural changes that lead to
innovation through rapid experimentation. Speed is
an advantage in the face of competition, but it must
never come at the expense of quality; DevOps allows
your organization to keep both by intersecting
development, quality assurance, and operations.
Enterprise-level DevOps comes with its own set of
challenges, but this book shows you just how easily
they are overcome. With a slight shift in perspective,
your organization can stay ahead of the competition
while keeping costs, risks, and quality under control.
Grasp the full extent of the DevOps impact on IT
organizations Achieve high-value innovation and
optimization with low cost and risk Exceed traditional
business goals with higher product release efficiency
Implement DevOps in large-scale enterprise IT
environments DevOps has been one of IT's hottest
trends for the past decade, and plenty of success
stories testify to its effectiveness in organizations of
any size, industry, or level of IT maturity, all around
the world. The DevOps Adoption Playbook shows you
how to get your organization on board so you can slip
production into the fast lane and innovate your way to
the top.
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Solutions Architect's Handbook
Much has changed in technology over the past
decade. Data is hot, the cloud is ubiquitous, and many
organizations need some form of automation.
Throughout these transformations, Python has
become one of the most popular languages in the
world. This practical resource shows you how to use
Python for everyday Linux systems administration
tasks with today’s most useful DevOps tools, including
Docker, Kubernetes, and Terraform. Learning how to
interact and automate with Linux is essential for
millions of professionals. Python makes it much
easier. With this book, you’ll learn how to develop
software and solve problems using containers, as well
as how to monitor, instrument, load-test, and
operationalize your software. Looking for effective
ways to "get stuff done" in Python? This is your guide.
Python foundations, including a brief introduction to
the language How to automate text, write commandline tools, and automate the filesystem Linux utilities,
package management, build systems, monitoring and
instrumentation, and automated testing Cloud
computing, infrastructure as code, Kubernetes, and
serverless Machine learning operations and data
engineering from a DevOps perspective Building,
deploying, and operationalizing a machine learning
project

Visual Studio Team Foundation Server
2012
For many organizations, a big part of DevOps’ appeal
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is software automation using infrastructure-as-code
techniques. This book presents developers, architects,
and infra-ops engineers with a more practical option.
You’ll learn how a container-centric approach from
OpenShift, Red Hat’s cloud-based PaaS, can help your
team deliver quality software through a self-service
view of IT infrastructure. Three OpenShift experts at
Red Hat explain how to configure Docker application
containers and the Kubernetes cluster manager with
OpenShift’s developer- and operational-centric tools.
Discover how this infrastructure-agnostic container
management platform can help companies navigate
the murky area where infrastructure-as-code ends
and application automation begins. Get an applicationcentric view of automation—and understand why it’s
important Learn patterns and practical examples for
managing continuous deployments such as rolling,
A/B, blue-green, and canary Implement continuous
integration pipelines with OpenShift’s Jenkins
capability Explore mechanisms for separating and
managing configuration from static runtime software
Learn how to use and customize OpenShift’s source-toimage capability Delve into management and
operational considerations when working with
OpenShift-based application workloads Install a selfcontained local version of the OpenShift environment
on your computer

Systems, Software and Services Process
Improvement
From fundamentals and design patterns to the
different strategies for creating secure and reliable
Page 19/46

Read Free Devops Architecture And Security In A
Cloud
architectures in AWS cloud, learn everything you need
to become a successful solutions architect Key
Features Create solutions and transform business
requirements into technical architecture with this
practical guide Understand various challenges that
you might come across while refactoring or
modernizing legacy applications Delve into security
automation, DevOps, and validation of solution
architecture Book Description Becoming a solutions
architect gives you the flexibility to work with cuttingedge technologies and define product strategies. This
handbook takes you through the essential concepts,
design principles and patterns, architectural
considerations, and all the latest technology that you
need to know to become a successful solutions
architect. This book starts with a quick introduction to
the fundamentals of solution architecture design
principles and attributes that will assist you in
understanding how solution architecture benefits
software projects across enterprises. You'll learn what
a cloud migration and application modernization
framework looks like, and will use microservices,
event-driven, cache-based, and serverless patterns to
design robust architectures. You'll then explore the
main pillars of architecture design, including
performance, scalability, cost optimization, security,
operational excellence, and DevOps. Additionally,
you'll also learn advanced concepts relating to big
data, machine learning, and the Internet of Things
(IoT). Finally, you'll get to grips with the
documentation of architecture design and the soft
skills that are necessary to become a better solutions
architect. By the end of this book, you'll have learned
techniques to create an efficient architecture design
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that meets your business requirements. What you will
learn Explore the various roles of a solutions architect
and their involvement in the enterprise landscape
Approach big data processing, machine learning, and
IoT from an architect's perspective and understand
how they fit into modern architecture Discover
different solution architecture patterns such as eventdriven and microservice patterns Find ways to keep
yourself updated with new technologies and enhance
your skills Modernize legacy applications with the help
of cloud integration Get to grips with choosing an
appropriate strategy to reduce cost Who this book is
for This book is for software developers, system
engineers, DevOps engineers, architects, and team
leaders working in the information technology
industry who aspire to become solutions architect
professionals. A good understanding of the software
development process and general programming
experience with any language will be useful.

DevOps
Your one stop guide to automating infrastructure
security using DevOps and DevSecOps Key Features
Secure and automate techniques to protect web,
mobile or cloud services Automate secure code
inspection in C++, Java, Python, and JavaScript
Integrate security testing with automation
frameworks like fuzz, BDD, Selenium and Robot
Framework Book Description Security automation is
the automatic handling of software security
assessments tasks. This book helps you to build your
security automation framework to scan for
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vulnerabilities without human intervention. This book
will teach you to adopt security automation
techniques to continuously improve your entire
software development and security testing. You will
learn to use open source tools and techniques to
integrate security testing tools directly into your CI/CD
framework. With this book, you will see how to
implement security inspection at every layer, such as
secure code inspection, fuzz testing, Rest API, privacy,
infrastructure security, and web UI testing. With the
help of practical examples, this book will teach you to
implement the combination of automation and
Security in DevOps. You will learn about the
integration of security testing results for an overall
security status for projects. By the end of this book,
you will be confident implementing automation
security in all layers of your software development
stages and will be able to build your own in-house
security automation platform throughout your mobile
and cloud releases. What you will learn Automate
secure code inspection with open source tools and
effective secure code scanning suggestions Apply
security testing tools and automation frameworks to
identify security vulnerabilities in web, mobile and
cloud services Integrate security testing tools such as
OWASP ZAP, NMAP, SSLyze, SQLMap, and OpenSCAP
Implement automation testing techniques with
Selenium, JMeter, Robot Framework, Gauntlt, BDD,
DDT, and Python unittest Execute security testing of a
Rest API Implement web application security with
open source tools and script templates for CI/CD
integration Integrate various types of security testing
tool results from a single project into one dashboard
Who this book is for The book is for software
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developers, architects, testers and QA engineers who
are looking to leverage automated security testing
techniques.

The DevOps Adoption Playbook
Use Visual Studio® Team Foundation Server 2012
and Agile Methods to Deliver Higher Value Software
Faster This is the definitive guide to applying agile
development and modern software engineering
practices with Visual Studio Team Foundation Server
2012—Microsoft’s complementary Application
Lifecycle Management (ALM) platform. Written by the
Microsoft Visual Studio product owner and a long-time
Team Foundation Server implementation specialist, it
focuses on solving real development challenges,
systematically eliminating waste, improving
transparency, and delivering better software more
quickly and painlessly. Coverage includes •
Accelerating the “flow of value” to customers, with a
transparent backlog, PowerPoint Storyboarding, VS
2012 feedback requests, and a “usability lab” right
into your customers’ hands • Driving quality upstream
to uncover hidden architectural patterns, ensure
cleaner code, fix multiple recurring “cloned” bugs at
once, ensure the definition of done with continuous
integration and deployment in a reliable build process
• Eliminating “no repro” bugs with VS 2012’s six
powerful mechanisms for more accurate fault
identification and use of virtualized test environments
• Using Scrum or other Agile methods with Process
Templates effectively across distributed teams in
large organization by automating burndowns and
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dashboards to identify “early warning signals” of
emerging problems with quality or maintainability •
Staying in the groove by storing the state of your
work and environment with shelvesets, to let you
handle interruptions smoothly • Leveraging VS 2012’s
new support for multiple Microsoft and open source
unit testing frameworks in your IDE and continuous
integration pipeline • Performing exploratory testing
to uncover bugs in surprising places and testing
immersive Windows 8 apps • Rapidly improving team
development and collaboration with the hosted Team
Foundation Service Whatever your development role,
this book will help you apply modern software
development practices using Visual Studio Team
Foundation Server 2012 to focus on what really
matters: building software that begins delivering
exceptional value sooner and keeps delighting
customers far into the future.

DevOps for Serverless Applications
Modeling complex systems is a difficult challenge and
all too often one in which modelers are left to their
own devices. Using a multidisciplinary approach, The
Art of Software Modeling covers theory, practice, and
presentation in detail. It focuses on the importance of
model creation and demonstrates how to create
meaningful models. Presenting three self-contained
sections, the text examines the background of
modeling and frameworks for organizing information.
It identifies techniques for researching and capturing
client and system information and addresses the
challenges of presenting models to specific
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audiences. Using concepts from art theory and
aesthetics, this broad-based approach encompasses
software practices, cognitive science, and information
presentation. The book also looks at perception and
cognition of diagrams, view composition, color theory,
and presentation techniques. Providing practical
methods for investigating and organizing complex
information, The Art of Software Modeling
demonstrates the effective use of modeling
techniques to improve the development process and
establish a functional, useful, and maintainable
software system.

The DevOps Handbook:
Protect your organization's security at all levels by
introducing the latest strategies for securing DevOps
Key Features Integrate security at each layer of the
DevOps pipeline Discover security practices to protect
your cloud services by detecting fraud and intrusion
Explore solutions to infrastructure security using
DevOps principles Book Description DevOps has
provided speed and quality benefits with continuous
development and deployment methods, but it does
not guarantee the security of an entire organization.
Hands-On Security in DevOps shows you how to adopt
DevOps techniques to continuously improve your
organization’s security at every level, rather than just
focusing on protecting your infrastructure. This guide
combines DevOps and security to help you to protect
cloud services, and teaches you how to use
techniques to integrate security directly in your
product. You will learn how to implement security at
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every layer, such as for the web application, cloud
infrastructure, communication, and the delivery
pipeline layers. With the help of practical examples,
you’ll explore the core security aspects, such as
blocking attacks, fraud detection, cloud forensics, and
incident response. In the concluding chapters, you will
cover topics on extending DevOps security, such as
risk assessment, threat modeling, and continuous
security. By the end of this book, you will be wellversed in implementing security in all layers of your
organization and be confident in monitoring and
blocking attacks throughout your cloud services. What
you will learn Understand DevSecOps culture and
organization Learn security requirements,
management, and metrics Secure your architecture
design by looking at threat modeling, coding tools and
practices Handle most common security issues and
explore black and white-box testing tools and
practices Work with security monitoring toolkits and
online fraud detection rules Explore GDPR and PII
handling case studies to understand the DevSecOps
lifecycle Who this book is for Hands-On Security in
DevOps is for system administrators, security
consultants, and DevOps engineers who want to
secure their entire organization. Basic understanding
of Cloud computing, automation frameworks, and
programming is necessary.

Container Security
Leading the Transformation is executive guide,
providing a clear framework for improving
development and delivery. Instead of the traditional
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Agile and DevOps approaches that focus on improving
the effectiveness of teams, this book targets the
coordination of work across teams in large
organizations—an improvement that executives are
uniquely positioned to lead.

Securing Your Cloud: IBM Security for
LinuxONE
Many organizations are facing the uphill battle of
modernizing their legacy IT infrastructure. Most have
evolved over the years by taking lessons from
traditional or legacy manufacturing: creating a
production process that puts the emphasis on the
process instead of the people performing the tasks,
allowing the organization to treat people like
resources to try to achieve high-quality outcomes. But
those practices and ideas are failing modern IT, where
collaboration and creativeness are required to
achieve high-performing, high-quality success. Mirco
Hering, a thought leader in managing IT within legacy
organizations, lays out a roadmap to success for IT
managers, showing them how to create the right
ecosystem, how to empower people to bring their
best to work every day, and how to put the right
technology in the driver's seat to propel their
organization to success. But just having the right
methods and tools will not magically transform an
organization; the cultural change that is the hardest is
also the most impactful. Using principles from Agile,
Lean, and DevOps as well as first-hand examples from
the enterprise world, Hering addresses the different
challenges that legacy organizations face as they
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transform into modern IT departments.

Software Architecture for Big Data and
the Cloud
Any organization with valuable data has been or will
be attacked, probably successfully, at some point and
with some damage. And, don't all digitally connected
organizations have at least some data that can be
considered "valuable"? Cyber security is a big, messy,
multivariate, multidimensional arena. A reasonable
"defense-in-depth" requires many technologies;
smart, highly skilled people; and deep and broad
analysis, all of which must come together into some
sort of functioning whole, which is often termed a
security architecture. Secrets of a Cyber Security
Architect is about security architecture in practice.
Expert security architects have dozens of tricks of
their trade in their kips. In this book, author Brook S.
E. Schoenfield shares his tips and tricks, as well as
myriad tried and true bits of wisdom that his
colleagues have shared with him. Creating and
implementing a cyber security architecture can be
hard, complex, and certainly frustrating work. This
book is written to ease this pain and show how to
express security requirements in ways that make the
requirements more palatable and, thus, get them
accomplished. It also explains how to surmount
individual, team, and organizational resistance. The
book covers: What security architecture is and the
areas of expertise a security architect needs in
practice The relationship between attack methods
and the art of building cyber defenses Why to use
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attacks and how to derive a set of mitigations and
defenses Approaches, tricks, and manipulations
proven successful for practicing security architecture
Starting, maturing, and running effective security
architecture programs Secrets of the trade for the
practicing security architecture Tricks to surmount
typical problems Filled with practical insight, Secrets
of a Cyber Security Architect is the desk reference
every security architect needs to thwart the constant
threats and dangers confronting every digitally
connected organization.

DevOps with OpenShift
DevOps Overture is an introduction to DevOps
processes and culture. With an overview of software
development methodologies before DevOps and the
problems associated with those systems. It then
explains what DevOps is and how it resolves these
problems. Finally, it offers advice for a career in
DevOps and warns of common pitfalls to avoid.

The Art of Software Modeling
Agile continues to be the most adopted software
development methodology among organizations
worldwide, but it generally hasn't integrated well with
traditional security management techniques. And
most security professionals aren’t up to speed in their
understanding and experience of agile development.
To help bridge the divide between these two worlds,
this practical guide introduces several security tools
and techniques adapted specifically to integrate with
Page 29/46

Read Free Devops Architecture And Security In A
Cloud
agile development. Written by security experts and
agile veterans, this book begins by introducing
security principles to agile practitioners, and agile
principles to security practitioners. The authors also
reveal problems they encountered in their own
experiences with agile security, and how they worked
to solve them. You’ll learn how to: Add security
practices to each stage of your existing development
lifecycle Integrate security with planning,
requirements, design, and at the code level Include
security testing as part of your team’s effort to deliver
working software in each release Implement
regulatory compliance in an agile or DevOps
environment Build an effective security program
through a culture of empathy, openness,
transparency, and collaboration

.NET DevOps for Azure
Summary Securing DevOps explores how the
techniques of DevOps and security should be applied
together to make cloud services safer. This
introductory book reviews the latest practices used in
securing web applications and their infrastructure and
teaches you techniques to integrate security directly
into your product. You'll also learn the core concepts
of DevOps, such as continuous integration, continuous
delivery, and infrastructure as a service. Purchase of
the print book includes a free eBook in PDF, Kindle,
and ePub formats from Manning Publications. About
the Technology An application running in the cloud
can benefit from incredible efficiencies, but they
come with unique security threats too. A DevOps
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team's highest priority is understanding those risks
and hardening the system against them. About the
Book Securing DevOps teaches you the essential
techniques to secure your cloud services. Using
compelling case studies, it shows you how to build
security into automated testing, continuous delivery,
and other core DevOps processes. This experiencerich book is filled with mission-critical strategies to
protect web applications against attacks, deter fraud
attempts, and make your services safer when
operating at scale. You'll also learn to identify, assess,
and secure the unique vulnerabilities posed by cloud
deployments and automation tools commonly used in
modern infrastructures. What's inside An approach to
continuous security Implementing test-driven security
in DevOps Security techniques for cloud services
Watching for fraud and responding to incidents
Security testing and risk assessment About the
Reader Readers should be comfortable with Linux and
standard DevOps practices like CI, CD, and unit
testing. About the Author Julien Vehent is a security
architect and DevOps advocate. He leads the Firefox
Operations Security team at Mozilla, and is
responsible for the security of Firefox's high-traffic
cloud services and public websites. Table of Contents
Securing DevOps PART 1 - Case study: applying layers
of security to a simple DevOps pipeline Building a
barebones DevOps pipeline Security layer 1:
protecting web applications Security layer 2:
protecting cloud infrastructures Security layer 3:
securing communications Security layer 4: securing
the delivery pipeline PART 2 - Watching for anomalies
and protecting services against attacks Collecting and
storing logs Analyzing logs for fraud and attacks
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Detecting intrusions The Caribbean breach: a case
study in incident response PART 3 - Maturing DevOps
security Assessing risks Testing security Continuous
security

Secrets of a Cyber Security Architect
Kubernetes is the operating system of the cloudnative world, providing a reliable and scalable
platform for running containerized workloads. This
book shows developers and operations staff how to
apply industry-standard DevOps practices to
Kubernetes in a cloud-native context. You’ll learn all
about the Kubernetes ecosystem and discover battletested solutions to everyday problems. In this
friendly, pragmatic book, cloud experts John Arundel
and Justin Domingus show you what Kubernetes can
do—and what you can do with it. You’ll build, step by
step, an example cloud-native application and its
supporting infrastructure, along with a development
environment and continuous deployment pipeline that
you can use for your own applications. Understand
containers and Kubernetes from first principles—no
experience necessary Run your own clusters or
choose a managed Kubernetes service from Amazon,
Google, and others Design your own cloud-native
services and infrastructure Use Kubernetes to
manage resource usage and the container lifecycle
Optimize clusters for cost, performance, resilience,
capacity, and scalability Learn the best tools for
developing, testing, and deploying your applications
Apply the latest industry practices for observability
and monitoring Secure your containers and clusters in
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production Adopt DevOps principles to help make
your development teams lean, fast, and effective

Architecting for Scale
The First Complete Guide to DevOps for Software
Architects DevOps promises to accelerate the release
of new software features and improve monitoring of
systems in production, but its crucial implications for
software architects and architecture are often
ignored. In DevOps: A Software Architect’s
Perspective, three leading architects address these
issues head-on. The authors review decisions
software architects must make in order to achieve
DevOps’ goals and clarify how other DevOps
participants are likely to impact the architect’s work.
They also provide the organizational, technical, and
operational context needed to deploy DevOps more
efficiently, and review DevOps’ impact on each
development phase. The authors address crosscutting concerns that link multiple functions, offering
practical insights into compliance, performance,
reliability, repeatability, and security. This guide
demonstrates the authors’ ideas in action with three
real-world case studies: datacenter replication for
business continuity, management of a continuous
deployment pipeline, and migration to a microservice
architecture. Comprehensive coverage includes •
Why DevOps can require major changes in both
system architecture and IT roles • How virtualization
and the cloud can enable DevOps practices •
Integrating operations and its service lifecycle into
DevOps • Designing new systems to work well with
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DevOps practices • Integrating DevOps with agile
methods and TDD • Handling failure detection,
upgrade planning, and other key issues • Managing
consistency issues arising from DevOps’ independent
deployment models • Integrating security controls,
roles, and audits into DevOps • Preparing a business
plan for DevOps adoption, rollout, and measurement

Accelerate
Can a system be considered truly reliable if it isn't
fundamentally secure? Or can it be considered secure
if it's unreliable? Security is crucial to the design and
operation of scalable systems in production, as it
plays an important part in product quality,
performance, and availability. In this book, experts
from Google share best practices to help your
organization design scalable and reliable systems that
are fundamentally secure. Two previous O’Reilly
books from Google—Site Reliability Engineering and
The Site Reliability Workbook—demonstrated how and
why a commitment to the entire service lifecycle
enables organizations to successfully build, deploy,
monitor, and maintain software systems. In this latest
guide, the authors offer insights into system design,
implementation, and maintenance from practitioners
who specialize in security and reliability. They also
discuss how building and adopting their
recommended best practices requires a culture that’s
supportive of such change. You’ll learn about secure
and reliable systems through: Design strategies
Recommendations for coding, testing, and debugging
practices Strategies to prepare for, respond to, and
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recover from incidents Cultural best practices that
help teams across your organization collaborate
effectively

Implementing Azure DevOps Solutions
Winner of the Shingo Publication Award Accelerate
your organization to win in the marketplace. How can
we apply technology to drive business value? For
years, we've been told that the performance of
software delivery teams doesn't matter―that it can't
provide a competitive advantage to our companies.
Through four years of groundbreaking research to
include data collected from the State of DevOps
reports conducted with Puppet, Dr. Nicole Forsgren,
Jez Humble, and Gene Kim set out to find a way to
measure software delivery performance―and what
drives it―using rigorous statistical methods. This
book presents both the findings and the science
behind that research, making the information
accessible for readers to apply in their own
organizations. Readers will discover how to measure
the performance of their teams, and what capabilities
they should invest in to drive higher performance.
This book is ideal for management at every level.

Cloud Native DevOps with Kubernetes
A step-by-step guide to understand Agile, Scrum,
DevOps and Cloud Computing using Azure DevOps
and Microsoft Azure Cloud DESCRIPTION Agile
development and implementation of Scrum
methodologies require quick delivery of applications.
Page 35/46

Read Free Devops Architecture And Security In A
Cloud
Manual activities to manage application lifecycle
management are no longer sufficient. This book will
cover the DevOps practices implementation that
helps to achieve speed for faster time to market using
transformation in culture using people, processes, and
tools. This book discusses the definition of Cloud
computing and the benefits of Cloud Service Models.
You will understand how Agile, DevOps practices
implementation and Cloud computing can be utilized
effectively to transform the culture of an organization.
The main objective of this book is to demonstrate
continuous practices of the DevOps culture using
Microsoft Azure DevOps and Microsoft Azure Cloud.
You will learn how to track features, user stories,
backlogs, dashboards, and burndown charts. You will
also learn how to create and manage repositories.
This book gives an overview of Microsoft Azure Cloud
and Azure App Services and a brief description of
virtual machines and App Services. It summarizes
Build and Release definitions available in Microsoft
Azure DevOps and explains how to configure Pipelines
and create end-to-end automation pipelines. KEY
FEATURES ● Learn how to do Continuous Planning in
Azure DevOps ● Learn the basics of Continuous Code
Inspection and importance of Code Quality ● Learn
how continuous integration can make a difference in
the application life cycle ● Learn how to create and
configure Cloud resources using Platform as a Service
Model ● Learn how to perform continuous integration
using the YAML script and continuous delivery
pipeline using a release pipeline ● Learn how to
configure monitoring for Platform as a Service
resources WHAT WILL YOU LEARN By the end of the
book, you will get an overview of Agile, Scrum,
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DevOps and Continuous Practices such as Continuous
Integration, Continuous Delivery, Cloud Computing,
and Continuous Code Inspection. You will learn how
all these practices can be utilized in real-life scenarios
with the sample applications. This book will provide
detailed insights into Microsoft Azure Cloud, especially
Platform as a Service Model. A step-by-step
implementation guide of continuous practices of
DevOps will help beginners to get started with. WHO
THIS BOOK IS FOR DevOps Evangelists, DevOps
Engineers, Technical Specialists, Technical Architects,
and Cloud Experts Basic knowledge of application
development and deployment, Cloud computing, and
DevOps practices Beginners Table of Contents 1. An
overview of Agile 2. Need for DevOps 3. An overview
of Cloud Computing 4. Azure Boards 5. Azure Repos 6.
Microsoft Azure Cloud 7. Microsoft Azure Cloud: IaaS
and PaaS 8. Azure Pipelines: Continuous Integration
and Continuous Delivery 9. Azure Pipelines
Implementation

Start and Scaling Devops in the
Enterprise
Some companies think that adopting devops means
bringing in specialists or a host of new tools. With this
practical guide, you’ll learn why devops is a
professional and cultural movement that calls for
change from inside your organization. Authors Ryn
Daniels and Jennifer Davis provide several approaches
for improving collaboration within teams, creating
affinity among teams, promoting efficient tool usage
in your company, and scaling up what works
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throughout your organization’s inflection points.
Devops stresses iterative efforts to break down
information silos, monitor relationships, and repair
misunderstandings that arise between and within
teams in your organization. By applying the
actionable strategies in this book, you can make
sustainable changes in your environment regardless
of your level within your organization. Explore the
foundations of devops and learn the four pillars of
effective devops Encourage collaboration to help
individuals work together and build durable and longlasting relationships Create affinity among teams
while balancing differing goals or metrics Accelerate
cultural direction by selecting tools and workflows
that complement your organization Troubleshoot
common problems and misunderstandings that can
arise throughout the organizational lifecycle Learn
from case studies from organizations and individuals
to help inform your own devops journey

Learning DevOps
The First Complete Guide to DevOps for Software
Architects DevOps promises to accelerate the release
of new software features and improve monitoring of
systems in production, but its crucial implications for
software architects and architecture are often
ignored. In DevOps: A Software Architect’s
Perspective, three leading architects address these
issues head-on. The authors review decisions
software architects must make in order to achieve
DevOps’ goals and clarify how other DevOps
participants are likely to impact the architect’s work.
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They also provide the organizational, technical, and
operational context needed to deploy DevOps more
efficiently, and review DevOps’ impact on each
development phase. The authors address crosscutting concerns that link multiple functions, offering
practical insights into compliance, performance,
reliability, repeatability, and security. This guide
demonstrates the authors’ ideas in action with three
real-world case studies: datacenter replication for
business continuity, management of a continuous
deployment pipeline, and migration to a microservice
architecture. Comprehensive coverage includes •
Why DevOps can require major changes in both
system architecture and IT roles • How virtualization
and the cloud can enable DevOps practices •
Integrating operations and its service lifecycle into
DevOps • Designing new systems to work well with
DevOps practices • Integrating DevOps with agile
methods and TDD • Handling failure detection,
upgrade planning, and other key issues • Managing
consistency issues arising from DevOps’ independent
deployment models • Integrating security controls,
roles, and audits into DevOps • Preparing a business
plan for DevOps adoption, rollout, and measurement

Continuous Delivery Handbook
To facilitate scalability and resilience, many
organizations now run applications in cloud native
environments using containers and orchestration. But
how do you know if the deployment is secure? This
practical book examines key underlying technologies
to help developers, operators, and security
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professionals assess security risks and determine
appropriate solutions. Author Liz Rice, VP of open
source engineering at Aqua Security, looks at how the
building blocks commonly used in container-based
systems are constructed in Linux. You’ll understand
what’s happening when you deploy containers and
learn how to assess potential security risks that could
affect your deployments. If you run container
applications with kubectl or docker and use Linux
command-line tools such as ps and grep, you’re ready
to get started. Explore attack vectors that affect
container deployments Dive into the Linux constructs
that underpin containers Examine measures for
hardening containers Understand how
misconfigurations can compromise container isolation
Learn best practices for building container images
Identify container images that have known software
vulnerabilities Leverage secure connections between
containers Use security tooling to prevent attacks on
your deployment

Python for DevOps
Protect your organization's security at all levels by
introducing the latest strategies for securing DevOps
Key Features Integrate security at each layer of the
DevOps pipeline Discover security practices to protect
your cloud services by detecting fraud and intrusion
Explore solutions to infrastructure security using
DevOps principles Book Description DevOps has
provided speed and quality benefits with continuous
development and deployment methods, but it does
not guarantee the security of an entire organization.
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Hands-On Security in DevOps shows you how to adopt
DevOps techniques to continuously improve your
organization's security at every level, rather than just
focusing on protecting your infrastructure. This guide
combines DevOps and security to help you to protect
cloud services, and teaches you how to use
techniques to integrate security directly in your
product. You will learn how to implement security at
every layer, such as for the web application, cloud
infrastructure, communication, and the delivery
pipeline layers. With the help of practical examples,
you'll explore the core security aspects, such as
blocking attacks, fraud detection, cloud forensics, and
incident response. In the concluding chapters, you will
cover topics on extending DevOps security, such as
risk assessment, threat modeling, and continuous
security. By the end of this book, you will be wellversed in implementing security in all layers of your
organization and be confident in monitoring and
blocking attacks throughout your cloud services. What
you will learn Understand DevSecOps culture and
organization Learn security requirements,
management, and metrics Secure your architecture
design by looking at threat modeling, coding tools and
practices Handle most common security issues and
explore black and white-box testing tools and
practices Work with security monitoring toolkits and
online fraud detection rules Explore GDPR and PII
handling case studies to understand the DevSecOps
lifecycle Who this book is for Hands-On Security in
DevOps is for system administrators, security
consultants, and DevOps engineers who want to
secure their entire organization. Basic understanding
of Cloud computing, automation frameworks, and
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programming is necessary.

DevOps for the Modern Enterprise
Boost your organization's growth by incorporating
networking in the DevOps culture About This Book
Implement networking fundamentals to the DevOps
culture with ease, improving your organization's
stability Leverage various open source tools such as
Puppet and Ansible in order to automate your network
This step-by-step learning guide collaborating the
functions of developers and network administrators
Who This Book Is For The book is aimed for Network
Engineers, Developers, IT operations and System
admins who are planning to incorporate Networking in
DevOps culture and have no knowledge about it.
What You Will Learn Learn about public and private
cloud networking using AWS and OpenStack as
examples Explore strategies that can be used by
engineers or managers to initiate the cultural changes
required to enable the automation of network
functions Learn about SDN and how an API-driven
approach to networking can help solve common
networking problems Get the hang of configuration
management tools, such as Ansible and Jenkins, that
can be used to orchestrate and configure network
devices Setup continuous integration, delivery, and
deployment pipelines for network functions Create
test environments for network changes Understand
how load balancing is becoming more software
defined with the emergence of microservice
applications In Detail Frustrated that your company's
network changes are still a manual set of activities
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that slow developers down? It doesn't need to be that
way any longer, as this book will help your company
and network teams embrace DevOps and continuous
delivery approaches, enabling them to automate all
network functions. This book aims to show readers
network automation processes they could implement
in their organizations. It will teach you the
fundamentals of DevOps in networking and how to
improve DevOps processes and workflows by
providing automation in your network. You will be
exposed to various networking strategies that are
stopping your organization from scaling new projects
quickly. You will see how SDN and APIs are influencing
DevOps transformations, which will in turn help you
improve the scalability and efficiency of your
organizations networks operations. You will also find
out how to leverage various configuration
management tools such as Ansible, to automate your
network. The book will also look at containers and the
impact they are having on networking as well as
looking at how automation impacts network security
in a software-defined network. Style and approach
This will be a comprehensive, learning guide for
teaching our readers how networking can be
leveraged to improve the DevOps culture for any
organization.

DevOps
Harness the power of DevOps to boost your skill set
and make your IT organization perform better About
This Book Get to know the background of DevOps so
you understand the collaboration between different
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aspects of an IT organization and a software
developer Improve your organization's performance
to ensure smooth production of software and services
Deploy top-quality software and ensure software
maintenance and release management with this
practical guide Who This Book Is For This book is
aimed at developers and system administrators who
wish to take on larger responsibilities and understand
how the infrastructure that builds today's enterprises
works. This book is also great for operations
personnel who would like to better support
developers. You do not need to have any previous
knowledge of DevOps. What You Will Learn
Appreciate the merits of DevOps and continuous
delivery and see how DevOps supports the agile
process Understand how all the systems fit together
to form a larger whole Set up and familiarize yourself
with all the tools you need to be efficient with DevOps
Design an application that is suitable for continuous
deployment systems with Devops in mind Store and
manage your code effectively using different options
such as Git, Gerrit, and Gitlab Configure a job to build
a sample CRUD application Test the code using
automated regression testing with Jenkins Selenium
Deploy your code using tools such as Puppet, Ansible,
Palletops, Chef, and Vagrant Monitor the health of
your code with Nagios, Munin, and Graphite Explore
the workings of Trac—a tool used for issue tracking In
Detail DevOps is a practical field that focuses on
delivering business value as efficiently as possible.
DevOps encompasses all the flows from code through
testing environments to production environments. It
stresses the cooperation between different roles, and
how they can work together more closely, as the roots
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of the word imply—Development and Operations.
After a quick refresher to DevOps and continuous
delivery, we quickly move on to looking at how
DevOps affects architecture. You'll create a sample
enterprise Java application that you'll continue to
work with through the remaining chapters. Following
this, we explore various code storage and build server
options. You will then learn how to perform code
testing with a few tools and deploy your test
successfully. Next, you will learn how to monitor code
for any anomalies and make sure it's running
properly. Finally, you will discover how to handle logs
and keep track of the issues that affect processes
Style and approach This book is primarily a technical
guide to DevOps with practical examples suitable for
people who like to learn by implementing concrete
working code. It starts out with background
information and gradually delves deeper into
technical subjects.
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